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Blockchain aims to transform businesses and other forms of transactions from a centralized, human-based to a
shared, algorithm-based trust model, which enables a new risk management paradigm. Misaligned incentives in
different principal — agent scenarios are important risk factors from governance point of view. With blockchain,
these misalignments are accounted for algorithmically, therefore novel governance models are possible. What
role do risks play in terms of deciding for, or against the adoption of blockchain? How to best define require-
ments to achieve it? This paper explores standards and risk as factors, which can support or hinder the sustained
application of blockchain in a broad scope of environments. We conducted a systematic literature review that
outlines a current understanding of perceived risk surrounding the adoption and use of blockchain technology in
the context of requirements engineering. Furthermore, selected models for managing risks are presented. Finally,
areas where deeper research is required are identified. We conclude that a gap exists in normative frameworks
that affect the adoption and sustainable use of blockchain technology. Closing this gap can support the sus-
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tainable use of blockchain technology.

1. Introduction

Blockchain is a shared, distributed and synchronized ledger that
facilitates the process of recording transactions and tracking assets in a
business network. An asset can be tangible, such as a house, car, money,
land, or intangible, such as intellectual property, energy, patents or
copyright. Virtually anything of value can be tracked and traded on a
blockchain network [12]. A ledger is comprised of unchangeable, di-
gitally recorded data in blocks. These blocks are stored in a chain and
are spread across multiple servers in a public or private peer-to-peer
network to eliminate manipulation. The synchronization of the ledger
database, the agreement of content and transactions within the ledger,
requires a validating consensus protocol between all parties [3]. The
protocol effectively manages the risks associated with entries on the
ledger, e.g., double spending. Blockchains can be either private, or
permissioned, which allows only selected parties to submit and validate
transactions, or public and unpermissioned, which enables anybody to
submit a transaction and participate in validating the network. Hybrid
versions exist as well. These alternatives present different challenges
with respect to risk management.

There appears to be high expectations and potential promise for
blockchain technology's contribution to sustainable socio-economic
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advances, due to the technology's functions for increasing the trans-
parency and traceability of goods, services and any other assets, facil-
itating market access and improving the efficiency of transactions.
However, major risks arise in various research literature and specialized
media publications as to whether the technology is far enough in its
development to be adopted and applied.

A clear understanding of related requirements standards and per-
ceived risks surrounding blockchain could provide insights into the
transformative nature of this technology in its relatively early stages of
maturity. Blockchain adoption requires businesses to transform, not
only in terms of becoming decentralized and transparent, but also
employing requirements engineering and risk management across all
stages of the innovation life-cycle, i.e. throughout end-to-end trans-
formation process [8,16,23]. Furthermore, without considering poten-
tial risks and challenges, the price to pay due to reverse effects might
surpass the potential socio-economic benefit expected from blockchain
[19].

Specific risks in blockchain adoption include: missing return-on-
invest (ROI) and missing business value [33], unsustainable usage
scenarios [22,27], as well as insufficient understanding of the tech-
nology potential that is directly attributable to missing standards and
requirements engineering practices in the subject matter [34,36].
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There is a general consensus in society and industry that both a
focused discussion and a standardization framework for risk and re-
quirements management in the relatively young blockchain business
context has yet to emerge [22,23,27], and we seek to highlight, advance
and contribute to the discourse in this domain. This assumption could
be rooted in hypotheses such as: (1) Business leaders and decision
makers are eager to apply a standard-based requirements management
framework to invest in and enhance the sustainable adoption of
blockchain technology in context of business transformation. (2)
Market players and users depend upon standard-based approaches in
order to sufficiently manage blockchain risks and requirements along
the entire adoption process. An example for such standard is the ISO/
IEC/IEEE 29148 standard.’ Developed and supported by the leading
international standardization organizations, the standard uses a life-
cycle based approach to outline processes and products related to the
engineering of requirements.

This systematic literature review identifies a selection of existent
frameworks and models for managing blockchain-related risks. While
primarily focused on scientific, peer-reviewed journals, reports from
leading global consultancy firms such as Deloitte, KPMG and global
policy making bodies such as OECD (Organisation for Economic Co-
operation and Development) or UNECE (United Nations Economic
Commission for Europe) were also screened.

The rest of this work is structured as follows: in Section 2 we outline
our materials and methods and formulate four research questions. In
Section 3 we present our results and how they answer the four research
questions. In Section 4 we discuss our results in the context of block-
chain, risk management and sustainability. Then, in Section 5 we pro-
vide a conclusion and an outlook on future research directions.

2. Materials and methods

Following from the hypotheses and the research questions, sources
on risks related to blockchain requirements and standards were sought
out, specifically looking at blockchain's potential for reimagining
business processes. Governance, performance, scalability and other key
standardization and requirements areas were identified and explored.
Two specific areas were excluded on purpose from the systematic lit-
erature review:

- Sources focused on blockchain as a method for use in risk man-
agement — our work focuses on risk management for blockchain
adoption, not blockchain adoption for risk management.

- Sources focused on blockchain applications in the context of trading
Bitcoin or other cryptocurrencies — this is a growing research area
with very interesting developments, but it is out of the scope of this
work.

2.1. Main research questions

Based on the two hypotheses from Section one we operationalized
our research problem to the following research questions:

RQL1. How is risk defined within business and technology contexts,
and why is it relevant?

RQ2. What are the perceived risks across various industries and use-
case categories that affect the adoption and sustained use of
blockchain technology?

RQ3. What methods and standards are in current use for assessing
and managing these risks?

RQ4. What are the current research gaps in the area of risk man-
agement within the adoption and standards-based application of
blockchain technology?

! See https://standards.ieee.org/standard,/29148-2018.html
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RQ1 is related to the definition of risk that is needed for examining
both hypotheses. RQ2 examines the relationship between risks and
adoption of blockchain technology. RQ3 is intended to provide answers
to the main pillar of both hypotheses, the importance of standards-
based approaches, by uncovering what approaches are currently in use.
Finally, RQ4 aims to identify specific gaps in the state-of-the-art re-
search that directly impact both hypotheses.

2.2. Methods and approach

In approaching these research questions, we took a quantitative
secondary research method to data and information retrieval following
the method of a systematic literature review (SLR). We drew from
sources within this research field from the databases and citation in-
dexes Web of Science, Elsevier's Science Direct, SSSR, Research Gate
and Academia.edu and employed methods such as keywording across
titles and abstracts. Due to the vibrant development of the topic in the
industry and the fast-moving landscape of blockchain adoption, we
focused on sources from the last five years and included also relevant
industry sources (soc. grey literature). The search string that we used to
identify relevant sources was (" blockchain™ OR *“distributed ledger™
OR ““smart contracts) AND “‘risk management . The research was
aimed at identifying existing standards and models for managing
blockchain-related risks and requirements, as well as answering the
research questions. While the available scientific research in this field
has increased along with the continued application of blockchain across
various industries, the number of sources specifically focused on risk
management for adoption, requirements engineering and standards-
based use of blockchain technology remains comparably low.

3. Results

Following the method proposed in Section 2, we conducted our
review primarily in the summer of 2019 and did a validation at the end
of the same year. The initial search conducted on Elsevier's Science
Direct database yielded 623 results for “risk management blockchain”
with an increase in publication volume from 13 articles in 2015 to 219
articles in 2019. A subsequent review of all these results showed that
only a selection of these academic publications directly treats the risks
involved with adopting and implementing blockchain. The majority
addresses the value of the technology as a method of risk management
in various use-case categories [33,35,36]. We identified from these over
600 results 34 primary sources that were directly relevant for an-
swering our RQs and relied on the frequency of viewings, citations, and
sharings as a means of assessing their importance.

Our systematic literature review was successful in providing an-
swers to the four research questions (RQ) that we formulated in
Section 2. Below, we present these results for each research question.

3.1. RQ1. How is risk defined within business and technology contexts, and
why is it relevant?

The term risk is used and defined in a variety of ways, depending on
the context and use case. Most definitions support the common un-
derstanding, that risk refers to uncertainty and undesirable outcomes.
We considered the definitions of risk and risk management from four
different viewpoints. Table 1 presents the perspectives of general defi-
nition, technology, business and project management.

A consideration of risk is relevant from these multiple perspectives,
as all four approaches highlight the need for risk management as a key
management practice during any value creation process. It is important
to reflect on the contexts of our findings in Table 1. The general per-
spective is one very prevalent in the investment world. The business
perspective is oriented towards negative externalities and how to mi-
tigate their impact. Risk management is applied across various in-
dustries and specific use cases and applications. The Information
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Table 1
Risk definition.
Perspectives Definition
General A situation involving exposure to danger. The possibility that something unpleasant or unwelcome will happen [16].
Business A probability of threat of damage, injury, liability, loss or any other negative occurrence that is caused by external or internal vulnerabilities, and that may

be avoided through preemptive action [16,29].
Technology (ITIL)

A possible event that could cause harm or loss or affect the ability to achieve objectives. A risk is measured by the probability of a threat, the vulnerability

of the asset to that threat, and the impact it would have if it occurred. Risk can also be defined as uncertainty of outcome and can be used in the context of

measuring the probability of positive outcomes as well as negative outcomes [17].

Project management

Dual perspective: Overall risk is defined as the effect of uncertainty on the project as a whole. Individual risk is defined as an uncertain event or condition

that, if it occurs, has a positive or negative effect on a project's objective [14].

Technology Infrastructure Library (ITIL) focuses on providing a struc-
tured approach for IT service management and defines risk manage-
ment in this context as the process, which is responsible for identifying,
assessing and controlling risks [17]. Furthermore, in the perspective of
project management, the context is put on the impacts of uncertainty on
the project's success.

Risk management can be understood as two phases within an
overall process, the first being the identification and assessment of risks.
This includes the analysis of assets to the business, identifying threats to
those assets, and evaluating how vulnerable each asset is to those
threats. Risks can be assessed both quantitatively and/or qualitatively.
The second phase is the on-going management of these risks, as well as
the measures for their mitigation [14].

Exposure to business risk is a factor that could lower revenue, profit
or even lead to failure for any company. Anything that threatens a
company's ability to meet its objectives is understood as a business risk.
These risks can be of various nature and derive from different areas.

General business risks include low customer satisfaction, market
acceptance, slower time-to-market, lack of intelligence and data ana-
lytics, unmet product or service fit, cashflow, brand fatigue, data se-
curity, exchange rates, lack of expertise, dynamic market changes, poor
leadership, regulatory compliance, technology downtime [31].

In the context of blockchain adoption and sustainable use, it seems
that a certain degree of perceived risk can be a key decision-making
factor and that this level of perceived risk could vary between industries
and use cases.

We take the example of Kim and Kang [21] to highlight the im-
portance of risk consideration throughout the end-to-end transforma-
tion process with blockchain applications. With their report on block-
chain's role as a technology to combat corruption, the authors cite
mainstream institutions (i.a. UN, Word Wide Web Consortium, RAND
Corporation, the International Monetary Fund - IMF) that presently
explore blockchain technology as a tool to empower global commu-
nities. The authors conclude, however, that blockchain is a double-
edged sword: without considering risks at all stages in a structured way,
the technology could have a negative ripple effect and actually hinder
sustainable growth.

Looking at the current blockchain market, there is evidence that
92% of blockchain projects over the past few years have failed due to a
lack of identifying and managing a broad set of risks, deficient re-
quirements engineering and subpar standardization [18]. This stands in
contradiction to the vision and ambition of broad adoption and use.

To illustrate, we take the recent collaboration between blockchain
technology provider IBM and shipping and logistics giant Maersk as an
example [13]. Officially launched in August 2018, the joint venture is a
platform called TradeLens, which aims to simplify the cost, complexity
and size of global shipping networks, while offering more transparency
and efficiency. The solution uses distributed ledger technology to es-
tablish a shared, immutable record of all the transactions that take
place in the network, so that various permissioned trading parties can
gain access to that data in real-time [13].

IBM has admitted that its blockchain-based trade platform is
struggling to gain traction with other carriers. This is a direct result of

missing standards and governance problems, and it signifies risk in-
herent to building networks amongst competitors [13].

3.2. RQ2. What are the perceived risks across various industries and use
cases that affect the adoption and sustained use of blockchain technology?

The 2019 World Economic Forum report on building value with
blockchain technology highlights the need for a new analytic frame-
work for assessing and managing blockchain technology-related risks.
Blockchain's unique properties place increased control into the hands of
individuals, rather than large-scale entities such as corporations, gov-
ernments and research institutions [34]. This shift toward open, de-
mocratized means of conducting transactions is at the core of block-
chain business transformation in this area. Understanding how decision
makers perceive the risks involved with transitioning to blockchain is
central to the risk management process.

It appears that some risks and challenges to sustainable blockchain
use are perceived as standard across all industries and use cases,
whereas others are based on specific applications of blockchain tech-
nology. Nevertheless, no normative taxonomy of blockchain risks could
be located within the scope of this research. Among the sources re-
viewed, issues of scalability [25,26], performance [25,26], governance
[32], security and change management (including requirements man-
agement) [34,35] are important areas of risk, which can be seen as
prevalent and overarching. A broad range of risks relevant to more
specific blockchain applications are identified throughout the sources
reviewed as presented in Table 2. The content of this table was derived
from the set of sources that we already specified at the beginning of this
section. Most journal reports in this review attempt to identify and treat
individual risk considerations, rather than to present integrated solu-
tions.

For example, Zheng et al. [36] present a survey of blockchain
challenges and opportunities. Herein, they summarize scalability,
privacy leakage and selfish mining as three typical, standard challenges
particular to blockchain. These are then broken-down - e.g. scalability
into issues such as performance and latency — in order to take individual
approaches to mitigating and managing the risks these challenges
present.

The aforementioned Kim and Kang [21] focus on the following risks
and challenges of the technology: data governance and privacy, tech-
nology-related issues and resistance by the incumbent market players.

Multiple sources identify the realm of governance, or regulatory
frameworks as an area of weakness and, thus, a key risk category
[2,7,10,11,19-22,32]. The following table provides an overview of key
risks identified in the literature. This list provides an overview of the
range of risks among reviewed publications.

In most cases, it appears that risks are treated on a case-by-case
basis, missing standards-based approaches to requirements manage-
ment. With the example of governance, no standardized framework that
is unique to blockchain seems to be available. Gikay [10] argues,
however, that while blockchain is a new technology, the legal trans-
actions it enables are not entirely novel and could largely be managed
under the existent regulations. His report works with the assumption
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Table 2

Risk parameters taken from the literature, in alphabetical order.
Identified risk Reference
Access and user rights KPMG [23]
Architecture design Caron [7]
Authorizing and provisioning management KPMG [23]

Business continuity
Change management
Compliance
Consensus protocol
Costs

Customer experience
Data confidentiality
Energy consumption

Deloitte [30]

KPMG [23]
Caron [7]

Deloitte [30]

OECD [27]

Panchev [28]
Deloitte [30]

OECD [27]

Enforcement of contract Deloitte [30]

Governance Deloitte [30], Beck et al. [2]
Integration Caron [7]
Interoperability KPMG [23]

Deloitte [30]
Deloitte [30], Kim and Lee [21],

Key management
Legal liability

OECD [27]
Liquidity Deloitte [30]
Performance KPMG [23]
Privacy KPMG [23]
Regulatory Deloitte [30]
Reputation Deloitte [30]
Scalability KPMG [23]
Security Deloitte [30], KPMG [23]
Strategy Deloitte [30]
Supplier Deloitte [30]

User experience Panchev [28]

that identifying and utilizing existing legal frameworks could be a
method of risk management in this area.

The scope and speed of blockchain adoption speaks for change and
requirements management being a standard area of perceived risk. It
has been said that 80% of the blockchain technology is related to the
change in business processes and 20% to implementation of the tech-
nology [23]. Even for those who refrain from blockchain adoption, a
degree of change and requirements management will be required for
continuing cooperation with partners who adopt and implement
blockchain into their business models. Manski [25] explores blockchain
as a possible means of “technological commonwealth” and refers to
sectors of the global economy that are predicted to be impacted more
quickly than others by the introduction of blockchain technology. These
are particularly those industries that benefit from less centralized and
more accelerated interconnectivity between different systems, for ex-
ample healthcare, identity management, media, public services, finance
and supply chain management. For these industries, the risk con-
siderations surrounding change management - including the risks in-
volved with not adopting blockchain — should be of primary concern.

Business and technology consultancy firm KPMG outlines eight key
areas of risk consideration: access and user management, authorizing
and provisioning management, data management, interoperability,
scalability and performance, change management, privacy, and security
[23].

In their 2018 treatment, the OECD identifies an extensive list of

Table 3
Models and approaches for management of blockchain-related risk.
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possible risks and obstacles as these relate to individual sectors. For
example, they identify risks related to supply chain, such as fragmen-
tation, difficulty controlling data quality, upfront costs and lack of ac-
cess. Additionally, they state risks to healthcare, such as privacy rules
and data security. Finally, the report addresses risks to energy, such as
scalability, technical performance and energy consumption [22].

In addition to scientific journals and reports from global con-
sultancies and policy makers, there is a wealth of references to block-
chain across specialized media publications. Valuable insights into
perceived risks and risk management can also be culled from these
sources. For instance, a discussion of hurdles to blockchain's becoming
mainstream defines performance, scalability, as well as the lack of user
experience (UX) or customer experience (CX) as risk considerations
[28]. Other identified risks include security, compliance, architecture &
design and system integration [7]. “Lack of originality” — or the ques-
tion of blockchain's value in comparison with other database technol-
ogies - is often cited as a risk, along with lack of transparency, lack of
evaluation methodology and consensus inefficiencies, with respect to
energy consumption [8]. Overarching, standard risk considerations
such as governance and system design are also frequently mentioned
among specialized media sources [1].

It can be assumed that many of these areas of perceived risks result
from missing standards and unclear requirements surrounding block-
chain technology as a relatively novel and complex innovation. At this
early stage of development, higher levels of uncertainty could influence
higher levels of perceived risk [7, 19]. The aforementioned hypotheses
were formed based on this assumption. In order to counter uncertainty,
it can be expected that business leaders, decision makers and users
would be eager to apply a normative risk management framework —
complete with integrated guidelines — to enhance the sustainable
adoption of blockchain technology in the context of business transfor-
mation.

3.3. RQ3. What methods are in current use for assessing and managing
these risks?

It appears that researchers and organizations hold the common
belief that, in order to respond to blockchain risks, stakeholders should
consider establishing a robust risk management strategy, along with a
framework for governance and controlling. It seems that various ex-
amples are arising, albeit fragmentary and not normative. Kim and Lee
[21] present a guideline for investors to aid in preventing potential
threats. The authors also suggest using international standards such as
from National Institute of Standards and Technology (NIST) and In-
ternational Organization for Standardization (ISO) to develop risk
management policies based upon individual needs.

Table 3 provides an overview of additional models and approaches
for managing risks as a basis of sustainable blockchain usage.

CohnReznick [4], for instance, focus on six self-defined “high-level
risks related to adoption of blockchain technology”: scalability, tech-
nology implementation and acquisition, data security and con-
fidentiality, regulatory hurdles, jurisdiction, storage limitations. Dif-
ferent considerations within each of these six categories are then paired
with a blockchain focus level (platform, nodes, development, user,

Publisher/Author Type of Model Key Functions

Benefits

CohnReznick [4] 2018  Singular risk-based strategy Risk mitigation
Framework for blockchain risk
management

Blockchain Maturity Model

Deloitte [30] 2018 Risk management
KPMG [23] 2018
maturity scoring

Risk identification

OECD [22] 2018 Blockchain Primer

Eight risk identification areas and

Identification of risk considerations and respective control areas across six
levels of blockchain

Framework for embedding three perceived risk categories - standard, value
transfer, smart contract — within business objectives and operations
Identification of maturity levels and spotting of opportunities for improvement
when implementing and using blockchain technology

Pairing of risk across three policy areas
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security incidents, asset management), and assigned certain control
areas, which can be understood as individual methods for managing
risks.

Leading global technology consultancy firms such as Deloitte and
KPMG deal with blockchain risks systematically and strive to define
methods for managing their defined risks as an enhancement to their
profile of consulting services. In each of these cases, individual hier-
archies of risks were presented. Deloitte [30] provides a risk manage-
ment framework, which embeds three categories of risk considerations -
“standard”, “value transfer” and “smart contract” — within wider busi-
ness objectives and processes, then assigns operating models for dealing
with these categories, respectively. KPMG [22] identifies eight specific
blockchain risk areas and apply these through a maturity model in
order to assess and manage blockchain adoption and implementation
throughout the whole innovation life-cycle.

As previously mentioned, the OECD Blockchain Primer [22] also
takes an individual approach to identifying risks according to three
policy areas: (1) upfront costs for supply chain; (2) data security for
healthcare applications; (3) energy consumption, which presents a
particularly contradictory issue when looking for value creation re-
garding blockchain usage in the energy sector.

An additional method to risk management is the establishment of
common standards such as the NIST risk management framework.> This
framework does not appear to be considered by any of the sources that
we assessed. This may be due to the fact that the framework is more
oriented towards security controls and its relevance is not immediately
clear for practitioners. For instance, interoperability is a key risk area,
as the connecting of different types of blockchains with each other for
transactions and trading present new risks and obstacles. In 2017,
multiple projects launched protocols for how independent blockchains
could best communicate in a decentralized and scalable way. Compa-
nies such as Aion, ICO, Wanchain and others came together to found the
Blockchain Interoperability Alliance. This alliance is focused on de-
veloping a common set of standards for blockchain interoperability to
ensure that the shared vision of a global ecosystem of connected
blockchains will be achieved [8].

3.4. RQ4. What are the current research gaps in the area of risk
management within the adoption and standards-based application of
blockchain technology?

Due to the novelty of the technology there appears to be a range of
research gaps. In this context we would like to highlight three major

gaps:

(a) First, we recognized a general lack of focused research into “sus-
tainable blockchain use”, which becomes apparent through initial
keyword searches. Moreover, research and documentation of the
impact of blockchain projects is lacking, thus creating a gap in
content to support optimization and improvement as practices of
sustainable use [5,6,15,36]. This reflects a clear need for standards
and structured requirements management in the area.

(b) Furthermore, there is currently no normative, universally applic-
able framework for risk management of blockchain technology. We
derive this gap from the finding that each of the reviewed sources
employs different risk terminologies, categories, taxonomies etc. An
integrated, comprehensive risk management framework can be
beneficial for businesses and users across industries and use cases.

(c) The third gap identified within the scope of this research is the lack
of applied studies, which track the development of risks to block-
chain applications over the short and long-term. An example from
the development sector makes this lack evident. MERL (monitoring,

2 https://csrc.nist.gov/projects/risk-management,/risk-management-
framework-(RMF)-Overview
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evaluation, research, and learning) practitioners Burg et al. [5]
examined 43 blockchain use cases and reported on the sheer lack of
documentation or evidence supporting value claims of blockchain
in the international development space and cite this as a critical gap
for potential adopters. This finding again represents a strong evi-
dence for the need for standards and structured requirements
management in the area.

3.5. Other relevant findings

While not providing a direct answer to the research questions, there
are several recent publications that are still of relevance to this review.
One is a similar review paper that looks at blockchain use-cases in
healthcare [20] where a similar epistemological gap in methods is
identified. Another one that is worth mentioning is [24] — A proposed
set of building blocks for global blockchain deployments in supply-
chain scenarios that also identifies challenges similar to the ones that
we are observing.

4. Discussion of results

Our results provided answers to the research questions that we
formulated. Still, these answers should be considered in their appro-
priate context. With RQ1 our analysis shows that risk is considered from
four dominating perspectives - general, technological, business-oriented
and project-management based. While these paradigms are sound, our
analysis identifies an important gap — often risks reside at the cross-
sections of the different domains, e.g. business-technology alignment.
Blockchain, being a transformative technology, very often poses exactly
such kind of risks and current risk definitions miss this point.

In the context of RQ2 our analysis identified a variety of specific
risks that are (or should be) considered in the context of blockchain
adoption. Nevertheless, these specific risks are not considered in ag-
gregation and important cumulative scenarios are currently out of
scope. An example of a cumulative scenario would be the case where
several risk factors coalesce to lead to a risk that is considerably higher
than anticipated - ill-defined governance rules in a blockchain can re-
sult in misconfigured access rights for users which can result in missing
compliance with regulations. Simultaneously, ill-defined governance
can also lead to risks related to the enforcement of contract.

The analysis in the context of RQ3 shows further open research
fields and challenges. The identified key functions exhibit certain
overlaps and in the same time appear to be incompatible with each
other. Furthermore, there are both holistic [23,30] and partial [21]
approaches that we identified. Areas of overlap converge along risk
identification [4,22,23,30], while incompatibilities are observed in the
areas of risk management and mitigation.

Looking at RQ4 our analysis showed that the research landscape
around the topic is still in its early stage, resulting in large research gaps
throughout the field. Within these, we focused on three distinct re-
search gaps — the standards-based use of blockchain technology, the
need for a general framework that addresses risk and requirements
management in the context of blockchain technology, as well as the
lack of applied studies that monitor and assess blockchain-related
projects. Of course, these three areas are closely connected to one an-
other — a generally applicable framework or standard will provide
methods to assess risks and manage requirements within blockchain
projects, which will in turn allow for the long-term monitoring and
assessment of these projects, and ultimately this will result in a more
sustainable use of blockchain technology that moves beyond the cam-
paign-like approach that dominates the current landscape.

There appears to be a general gap between what practitioners in the
blockchain area suggest and what has been a range of state-of-the-art
approaches in the software engineering and information security re-
search and practice. This is exemplified by the absence of the NIST risk
management framework in the considerqations of the sources that we
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identified.

While we deem our results credible, there are certain limitations
that we would like to state clearly. Our results represent a snapshot of
the development as it has been published until the middle of the year
2019. Furthermore, they only go back to 2015. Ongoing activities that
are still not published or activities that started before or after these
points are not reflected. Furthermore, we considered only English lan-
guage publications. This may have limited the results in the context of
different aspects, more specifically we have probably missed current
applied studies of blockchain usage if these were only published in
languages different from English. Furthermore, there is still a certain
terminological uncertainty in the field. The terms “blockchain”, “dis-
tributed ledger”, “smart contracts” and other related ones are strong
and recognizable buzzwords which may lead to them being mis-
attributed to activities and projects that have only limited relevance to
the area. While we have assessed all of our sources thoroughly, we have
not made any efforts to validate their claims with our own primarily
field research, e.g., visiting specific locations where these projects are
being deployed. All these aspects introduce certain biases in our results,
affecting their reliability and reproducibility. However, we minimized
these biases by using a variety of literature targeting both researchers
and industry. The diversity of perspectives minizimes our personal
biases and improves the reliability of the findings. With regard to in-
ternal validity, authors point to the systematic conduct of the review.

With regards to external validity, the broadness and the comparable
level of industry experience improve the generalizability of the find-
ings.

5. Conclusion and Outlook

This work aims to present perspectives on risks and standards that
affect the requirements engineering of blockchain as applied to the
adoption and standards-based use of blockchain technology. We have
operationalized the research problem into four research questions:

RQ1. How is risk defined within business and technology contexts, and
why is it relevant?

RQ2. What are the perceived risks across various industries and use cases
that affect the adoption and sustained use of blockchain technology?
RQ3. What methods are in current use for assessing and managing these
risks?

RQA4. What are the current research gaps in the area of risk management
within the adoption and standards-based application of blockchain
technology?

RQ1 provided the definition of risk that we needed for examining
both hypotheses. RQ2 illuminated the relationship between risks and
adoption of blockchain technology. RQ3 gave answers to the main as-
sumption of both hypotheses, that standards-based approaches are
important, by showing us what approaches are currently in use. Finally,
RQ4 allowed us to identify specific gaps in the state-of-the-art research
that directly impact both hypotheses.

To find answers to these questions, we conducted a systematic lit-
erature review. The results of the literature review provided answers
that we have presented in Section 3 and discussed in Section 4. While
these results are bound to the biases and uncertainties that are dis-
cussed in Section 4, they can be summarized as follows:

Risks are defined within the perspectives of general risk manage-
ment, as well as the technological, the business-oriented and the pro-
ject-management based paradigm. They are measured by the prob-
ability of a threat, the vulnerability of the asset to that threat, and the
impact it would have if it occurred [17]. There are 27 perceived risks
that span areas from access control, through compliance and govern-
ance, to user experience. There are four major methods currently in use
to assess and manage these risks. These were proposed and are backed
by academics, technology consultancies and international
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organizations. With respect to the research gaps, we found that the
research landscape around the topic is still in its early stage, with large
research gaps spread throughout the field. We analyzed three distinct
research gaps — the sustainable use of blockchain technology, the need
for a general framework that addresses risk management in the context
of blockchain technology, as well as the lack of applied studies that
monitor and assess blockchain-related projects, and found that these
three areas are closely connected to one another - a finding that ex-
plains the general immaturity of the field.

As far as future research directions are concerned, broader research
activity, as well as incentives for conducting research into requirements
and risk management for standards-based blockchain usage, are re-
quired. A focused discussion of requirements management and a stan-
dardization framework for the sustainable application of blockchain
have yet to emerge. Closing the gaps in both the research and man-
agement domains could provide great opportunity in terms of identi-
fying novel forms of leadership and consultancy.

We conclude that risk management within various blockchain en-
vironments could benefit from a consideration of risk and requirements
parameters in alignment with the general understanding of risk and the
four viewpoints previously defined — general, business, technology and
project management.

Based upon high interest across various industries and use cases, our
hypotheses point to sound methods for managing risk along the entire
adoption process as being key to sustainable adoption and use of
blockchain technology. A concrete outlook that we are currently
working on, will be an integrated, normative framework for oper-
ationalizing risk parameters, along with a tool for better evaluating and
managing these individual risks. Such a framework could then be ap-
plied and tested across industries and use cases, then optimized based
upon results and further developed for market maturity.

Governance is key aspect of any such normative framework. We
uphold the argument that a well-planned governance policy needs to be
developed to maximize the benefits of the blockchain technology and to
ensure its sustained usage across all life-cycle stages. Furthermore, we
agree that blockchain governance issues could largely be regulated
under the existing legal rules without the need for sweeping reform
[10]. An analysis of which legal frameworks come into question could
support further research into risk management.

Based on our findings in Section 3, it becomes clear that several
other general risk areas should be key aspects of any such normative
framework. For instance, interoperability has been identified as a
common area of risk, but also as an obstacle and opportunity for
mainstream adoption of public and private blockchains. As discussed in
2.1.5, the Blockchain Interoperability Alliance's progress could be
tracked, in order to follow the development of a common set of stan-
dards for blockchain interoperability [8]. Another example of a
common risk area for blockchain adoption that we have identified, is
change management [22-26]. This points to a more general problem
with technology adoption. While various, general models for the
adoption of blockchain technologies exist [23,30], there appears to be
no unified, holistic framework for managing the business transforma-
tion process and its related risks. These gaps in the management of key
risk areas also represent great opportunity in terms of further research.

To close the gap in terms of applied studies, which track the de-
velopment of risks to blockchain applications over the short and long-
term, real-time case studies with a normative blockchain risk man-
agement framework could be conducted. Findings and insights could be
fed into a collaborative, shared, transparent platform in order to sup-
port the enhancement of sustainable blockchain adoption. For instance,
the aforementioned IBM + Maersk project [9] could have been mon-
itored and evaluated with a normative, holistic risk management tool
which could then provide insights across a globally accessible database
for shared learning.

In closing: our results in Section 3 demonstrate that risk manage-
ment is important for a successful adoption and use of blockchain
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technology. Due to the transformative nature of blockchain technology,
the practice of risk management takes on a particular importance in the
context of business transformation. To cite the World Economic Forum,
a blockchain application does not represent an end goal. Conversely,
blockchain technology should be understood as a strategic change ef-
fort, which requires rethinking business models, rethinking relation-
ships between companies and between companies and customers [34].
This level of transformation calls for appropriate risk management
practices.
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